
2021  HI-TEC Annual Conference

The Wild World of Wireless in the 2020s –
What should we teach?

By
Gary J. Mullett, Department Chair, EEOMT Group, 

Springfield Technical Community College  
July 21-22, 2021

Virtual Conference



Drivers of Wireless Networking 
Technologies – The Desire for Mobility 

• If one was to ask the average person what are the major 
drivers of wireless technology, one might get various 
answers that include Smart phones, Wi-Fi, gaming or 
various home entertainment systems (i.e. Bluetooth).

• These answers would reflect our present day reliance on 
the Internet to provide us with personal communications 
and the ability to access information, entertainment, and 
social media - with the added feature of mobility –
wireless provides connectivity anytime and anyplace!  

• Recently, we might add in our ability to both work and 
educate remotely (pandemic compelled) enabled via 
Internet appliances like PCs, iPads, and Smart phones.



Human Mobility  and 
Information Technology

• However, everything mentioned so far relates to human 
uses of the Internet facilitated by wireless networking to 
provide the mobility aspect that we have grown to expect 
and find so desirable.

• Most of the examples cited up to now would fall under 
the very broad umbrella of what is commonly known as 
Information Technology or IT applications.

• More recently, new uses of the connectivity afforded by 
the Internet have been emerging – this class of uses are 
commonly known as the Internet of Things or IoT  



Link between IoT and 
Wireless Technology

• A Goggle search of the “Internet of Things” routinely 
yields upwards of 5 billion hits! 

• A Goggle search of “wireless technology” typically will 
return upwards of over 1 billion hits.

• Most IoT applications presently implemented or 
conceived/planned for future deployment depend upon 
wireless connectivity to enable their operation.

• Predictions by IoT Analytics are that less than 10% of 
future IoT apps will be of the wired variety! 



IoT Definition and 
Operational Technology (OT)

• A common definition of IoT is: … describes the network 
of physical objects—a.k.a. "things"—that are embedded 
with sensors, software, and other technologies for the 
purpose of connecting and exchanging data with other 
devices and systems over the Internet.

• IoT applications are envisioned for almost every sector of 
the economy mainly in the operational technology (OT) 
space. Recent cyber attacks on Colonial Pipeline and the 
meat packing industry (JBS) have started to educate the 
general public about what the OT sector consists of and 
its vital importance to everyday infrastructure operations 
and the smooth functioning of a society.



OT Definition

• A common definition of OT is: … a category of computing 
and communication systems to manage, monitor and 
control industrial operations with a focus on the physical 
devices and processes that they use. The term has 
become implemented to demonstrate the technological 
and functional differences between traditional IT systems 
and Industrial Control Systems environment.

• A simple way to look at OT control systems is that they 
consist mainly of machines talking to other machines or 
M2M – no longer a human centric application of the 
Internet!



A quick history of Wireless 
(pre data transmission)

• Wireless is not a new technology

• It has been with us for well over a hundred years

• For many years it was known as “radio” (i.e. AM and FM) 
and was a primary source of news and entertainment 
during the vacuum tube era and into the early solid-state 
era (during the last century!).

• Cellular was introduced (implemented with FM radio 
technology) in the US during 1983 (a year after the 
introduction of the IBM PC) and has rapidly gone through 
several generations of technology



A quick history of Wireless 
(past twenty+ years)

• Moderate speed wireless data transmission started to 
take off with the introduction of 3G cellular in the early 
years of the first decade of the 2000s.

• With the arrival of 4G cellular (2010s) there has been no 
turning back for our thirst for mobility and wireless 
access to the Internet

• Today with the recent introduction of 5G cellular we have 
arrived at a point where faster data rates and new IoT 
application capabilities make many futuristic Internet 
enabled real-time control applications like cyber-physical 
systems possible 



Other Wireless Data 
Transmission Technologies

• Certainly, over the last 20+ years, since the start of the 
new millennium, there have been other wireless 
networking technologies developed and deployed all over 
the world.

• These non-cellular based wireless systems have been 
developed for various perceived markets/application 
spaces that need wireless data/networking connectivity.

• The IEEE wireless technologies are the most well known 
but there are others that have been developed for 
various niche application spaces as well as variations of 
cellular signal formats for specific low-rate applications. 



Diverse IoT Application Spaces

• The application spaces for IoT systems are quite diverse 
in both their scope and purpose.

• These various application sectors bring with them their 
own particular wireless connectivity challenges.

• Advanced manufacturing touts Industry 4.0 or the 
industrial IoT (IIoT) however one soon discovers that the 
typical factory floor presents an extremely harsh 
environment for present day wireless data systems.

• E-healthcare is the future of medicine in both clinical and 
home settings but interference from other IT oriented 
data services is extremely undesirable and dangerous! 



Diverse IoT Application
Spaces (Cont.)

• The automobile industry is rapidly introducing new 
vehicle safety features that are based on cyber-physical 
systems with the ultimate goal of vehicle-to-everything 
(V2X) wireless communications to achieve the most 
reliable accident-avoidance safety systems.

• However, a congested highway environment with 
bumper-to-bumper traffic and a need for extremely low-
latency for this type of application brings complexities 
that present-day wireless systems cannot deal with.

• Did we mention the fact that the bumper-to-bumper 
traffic might be moving at 70 mph? Or weather changes?  



The case for a technical
IoT workforce

• The underlying technologies that allow for the  
implementation of emerging Internet based IoT/OT 
applications originate in several legacy technology areas 
and some not so legacy areas.

• This fact gives rise to a potential dilemma of who has 
curriculum “ownership” at the two-year college level.

• As we get further into the IoT era, there will be an 
increasing need for field technicians to deal with the 
hardware and software of this technology space 
including the newest wireless networking technologies 
which typically are not part of IT or other tech programs.  



Scope of potential
IoT impact by Device Connections



Scope of potential
IoT impact by Industry



Scope of potential
IoT impact

• As one can see from the chart that predicts the total 
number of connected devices, it is believed that over 30 
billion IoT devices will be connected to the Internet by 
2025 – compared to approximately 10 billion non-IoT 
devices (roughly the same number as today!)

• It appears from the second chart that most of the IoT 
platform vendors believe that the largest market for 
their products is in the manufacturing/industrial space.

• The chart on the next slide further delineates the use 
cases for both consumer and business applications  



Scope of potential
IoT impact further delineated 

As can be seen from this 
chart, on the Consumer 
IoT side - Smart Home 
apps lead the way. 

On the Business IoT side 
-Manufacturing/
Industrial apps lead the 
way but Smart Cities, 
Energy, Mobility, Health, 
Supply Chain, Retail, and 
even Public Services are 
fairly evenly represented. 



Wireless Technologies
and the IoT



Synergy between IoT 
and Wireless Technologies

• As one can see from the last chart, the predicted use of 
hard-wired networking technology is extremely small 
compared to wireless networking.

• One concludes that there will shortly be billions of 
devices connected to the Internet using numerous 
different wireless networking technologies – also, most 
think that IoT growth is going to become exponential as 
we head toward the last half of this decade!

• What does this mean for technical programs that want to 
address the emerging workforce need in this area?  



Overview of today’s
Wireless Technologies

• We have already mentioned cellular wireless which has 
continued to upgrade technology in its quest to increase 
data transmission speeds and gain market share in this 
emerging field. Refer back to the earlier chart – 5G does 
not presently have a great role in connecting IoT devices

• We are just in the beginning of the 5G era but already 
extensions to the 5G standard are planned to further 
address IoT applications and 60 GHz technology.

• There are active discussions and planning already under 
way for the next generation of cellular, 6G, with a target 
date of 2030 for implementation!  



Overview of today’s
Wireless Technologies (Cont.)

• One of the bigger players shown in our last chart is that 
of wireless LANs (WLANs) or IEEE 802.11 (Wi-Fi).

• The IEEE 802.11 standard, since its inception, has been 
continuingly updated by various industry/academic 
working groups to extend its areas of applications as new 
uses are envisioned and brought to the marketplace.

• Recently, Wi-Fi has been relabeled with the use of a 
generation moniker as new modulation techniques and 
frequency bands have been added for Wi-Fi use (i.e. Wi-
Fi 6 or IEEE 802.11ax) as shown on the next two slides.



Overview of today’s
Wireless Technologies (Cont.)

As shown by this chart, 
Wi-Fi 5 is represented 
by the 802.ac extension.

Whereas, Wi-Fi 6 is now 
defined by the 802.11ax 
extension.

One can see that what 
has fundamentally 
changed is the bottom 4 
chart entries that relate 
to the modulation 
formats and antennas.  



Overview of today’s
Wireless Technologies (Cont.)

Wi-Fi 6 is the next or current 
generation depending upon 
one’s viewpoint!

This chart indicates the 
expansion into the 6 GHz 
band by Wi-Fi 6.

It should also be pointed out 
that 802.11ad will also be 
used in the 57- 61 GHz band. 
As yet, there is a lack of 
hardware available for this 
new functionality – but it will 
be coming soon!



Overview of today’s
Wireless Technologies (Cont.)

• Some of the newer IEEE 802.11 extensions are not 
necessarily what one might consider to be IT applications 
– although some are designed to overcome short-
comings in the original standards.

• Instead, many of the new specialized application areas/ 
spaces for Wi-Fi are meant to address different distance 
ranges, frequencies, and data rates (low-speed data 
rates used in control applications and high-speed short 
range data rates).

• The next slide shows these extensions by wireless range.  



Overview of today’s
Wireless Technologies (Cont.)

As shown by this figure, most 
of the earlier Wi-Fi standards 
were just meant to provide in-
home coverage.

Notice that 802.11ah utilizes 
the 900 MHz frequency band 
and yields increased 
coverage or range.

The same can be said for 
802.11af while 802.11ad uses 
the 60 GHz frequency range!



Other Wireless Technologies

• Looking back at the chart that shows the use of various 
technologies to attach IoT devices to the Internet, we 
see that wireless personal area networks or WPANs are a 
large portion of the total and low power wide area 
networks (LPWANs) are also in the mix.

• IEEE 802.15 has been the standard for WPANs for a long 
time however the Bluetooth Special Interest Group (SIG) 
has recently taken over control of the standard (802.15.1 
is no longer maintained by the IEEE) and added many 
extensions that facilitate IoT operation – see Bluetooth 
SIG

http://www.bluetooth.com/


Bluetooth

• Some of the newest Bluetooth extensions offer higher 
data rates, different power classes with different 
coverage distances (up to 100 meters for industrial 
Bluetooth), etc.

• Recent extensions were released in January, 2019 
(version 5.1) - Direction/location finding/positioning – an 
example of this is a Samsung smartphone app that can 
locate other Bluetooth devices or objects.

• Latest extension, January, 2020 (version 5.2) – the LE 
(low energy) Audio specifications and others continue to 
be released by the Bluetooth SIG  



Bluetooth LE (BLE)

• Known as LE Audio, this enhancement will run on the 
Bluetooth Low Energy radio standard lowering battery 
consumption, and allow the protocol to carry sound and 
add features such as one set of headphones connecting 
to multiple audio sources or multiple headphones 
connecting to one source.

• It uses a new LC3 codec. BLE Audio will also add support 
for hearing aids.

• Original Bluetooth is known as BR 1M (Basic Rate). Some 
of the other extensions are: EDR 3M & 2M (Enhanced 
Data Rates), LE 2M & 1M (Low Energy), and LE500K & 
LE125K where the number indicates the data rate in bits! 

https://en.wikipedia.org/wiki/Bluetooth_Low_Energy
https://en.wikipedia.org/wiki/LC3_(codec)


IEEE 802.15.4

• IEEE 802.15.4 is commonly known as ZigBee and is a 
standard promoted by the ZigBee Alliance (ZigBee).

• ZigBee is a mesh wireless network standard designed for 
low data rate short range applications that has been in 
existence for over twenty years. 

• The ZigBee Alliance has morphed into the Connectivity 
Standards Alliance (CSA-IOT) with a focus on IoT! 
Targeted market areas are: Smart Homes, Smart 
Buildings, Utilities, and Lighting.

https://zigbeealliance.org/about/
https://csa-iot.org/


LPWAN - LoRaWAN

• The LoRaWAN protocol facilitates the connection of things 
in regional, national or global networks, and targets key 
IoT requirements such as bi-directional communication, 
end-to-end security, mobility and localization services.

• LoRaWAN® network architecture is deployed in a star-of-
stars topology in which gateways relay messages 
between end-devices and a central network server. 

• The gateways are connected to the network server via 
standard IP connections and act as a transparent bridge, 
simply converting RF packets to IP packets and vice 
versa. 



LoRaWAN - Protocol

• The wireless communication takes advantage of 
the Long Range characteristics of the LoRa physical 
layer, allowing a single-hop link between the end-device 
and one or many gateways.

• All modes are capable of bi-directional communication, 
and there is support for multicast addressing groups to 
make efficient use of spectrum during tasks such as 
Firmware Over-The-Air (FOTA) upgrades or other mass 
distribution messages.

• See: YouTube video about LoRa

https://youtu.be/m6IvwcjcxQc


LoRaWAN – Protocol (Cont.)

• The specification defines the device-to-infrastructure 
(LoRa) physical layer parameters & (LoRaWAN) protocol 
and so provides seamless interoperability between 
manufacturers, as demonstrated via the device 
certification program.

• While the specification defines the technical 
implementation, it does not define any commercial model 
or type of deployment (public, shared, private, 
enterprise) and so offers the industry the freedom to 
innovate and differentiate how it is used. The LoRaWAN 
specification is developed and maintained by the LoRa 
Alliance. See:  LoRa Alliance

https://lora-alliance.org/


LoRaWAN – Protocol (Cont.)

This diagram shows a 
typical LoRaWAN 
implementation.

The LoRa devices 
(End Nodes) 
wirelessly 
communicate with the 
LoRa Gateways which 
are connected to a 
network server.

The network server 
passes the TCP/IP 
Secure Payload to the 
application servers

The End Nodes/Gateways use the 
ISM band (915 MHz) in N.A. 



Topics in wireless networking

• Either in module or course form, topics that should be 
covered to give a student a basic grounding in wireless 
networking are: basic computer networking*, wireless 
system fundamentals, cellular technology fundamentals, 
IEEE wireless technologies, wireless PANs, LPWAN 
technologies, and a survey of electromagnetic 
propagation and basic transmission line and antenna 
theory.

• * Depending upon their background, a student might 
already be well versed in computer networking so that 
topic might be omitted from the above list.    



Skill set rational 

• The idea is not to provide an in depth classic electronic 
communications system course. In this author’s opinion, 
this type of theoretical detail is not needed.

• The billions of IoT devices mentioned previously are 
going to be inexpensive throwaway technology and thus 
there is little need to study radio hardware since it is 
highly uneconomical to repair such devices!

• Thus, an overview of practical topics that explain how 
things work in simple terms and the practical aspects of 
locating transmitters/receivers so that EM propagation 
conditions do not impair or prevent proper operation.



A more detailed list

• Basic computer networking – basic IPv4 addressing, 
networking hardware (switches & routers), MAC 
addressing, and the OSI model

• TCP/IP Protocol suite – ICMP, ARP, DHCP, Port Numbers, 
and Wireshark

• Introduction to wireless and wireless data networks

• Typical wireless networking system components –
Transmitter, Receiver, Channel, Noise, Modulation & 
Demodulation, Encoding & Decoding

• Wireless lore – dBs, Filters, Test Equipment



A more detailed list (Cont.)

• Analog wireless system overview – AM, FM, & Pulse

• Digital wireless system overview – Symbols, n-PSK, n-
QAM, etc.

• Wireless receiver systems overview

• Multiplexing and access scheme overview – FDM, TDM, 
CDM, OFDM, etc.

• Wireless LANs – Wi-Fi – IEEE 802.11 and the extensions

• Wireless PANs – Bluetooth & IEEE 802.15.4

• Cellular system technology – 4G, 5G, & 6G



A more detailed list (Cont.)

• LPWAN Technologies – LoRa, NB-IoT, MIoTY, etc.

• EM Propagation – Ground, Space, & Sky Waves, 
Polarization, Reflection, Interference, Fading, etc.

• Transmission Lines – Copper Pairs, Coaxial Cable, Fiber 
Optic Cable, Matching, SWR, TDRs, etc.

• Antennas – Basic Antennas (i.e. dipole), MIMO, Arrays, 
Reflector, etc.

• These last three topics are common to any of the 
wireless networking technologies and are critically 
important to the proper functioning of wireless systems



ELE-230 Wireless Networks & 
ELE-230L Wireless Networks Lab

• The topics just presented on the last three slide are 
those taught in a two-credit course – ELE-230 Wireless 
Networks at Springfield Technical Community College

• This course has been taught in person and now on-line to 
second-year students in several different technology 
programs – see ELE-230 Description

• There is also an lab, ELE-230L, associated with the 
course that gives students hands-on practice with 
various wireless data networking systems and test and 
measurement equipment and software used in the 
wireless field – see ELE-230L Description

https://www.stcc.edu/explore/descriptions/ele-230/
https://www.stcc.edu/explore/descriptions/ele-230l/


Wireless Hardware Location

• One of the most important aspects of the proper 
operation of any wireless data network is its installation  
location and the environmental conditions of that location

• Without an adequate wireless link, data transmission and 
reception becomes problematic – a technician dealing 
with wireless hardware in the field needs to be aware of 
how the installation location and the surroundings might 
affect system operation

• That said, to gain this skill set requires some wireless 
curriculum but most likely not an entire two-year 
program or even a certificate for that matter!



Wireless Hardware Location

• Typically a single course (as previously outlined) can 
provide a basic coverage of the needed concepts and in 
some cases targeted modules can provide the necessary 
information to gain the skills needed in the field.

• All this could change in the future as we finally transition 
to the use of millimeter wave frequencies for 6G and Wi-
Fi, employ reconfigurable antennas, and meta-materials.

• Lastly, some practical lab work should be included to 
familiarize the student with the test and measurement 
equipment typically used in the wireless field, as well as, 
wireless “sniffers” like Wireshark software used to 
examine transmitted packets.
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