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The Genesis of the 
Internet of Things (IoT) Certificate

• Springfield Technical Community College (STCC) located 
in Springfield, MA received a three year NSF ATE grant 
(DUE-1801090) that commenced on October 1st of 2018. 
This grant, The Internet of Things Education Project, was 
really a continuation of prior work from several earlier 
NSF grants received by the current PI and co-PIs.

• One of the specified grant objectives was to create an IoT 
technical certificate.

• This talk will discuss the successful accomplishment of 
that objective and provide details about the new IoT 
certificate of completion adopted by STCC 



Some background …

• Let’s start by defining what we mean by the Internet of 
Things

• A common definition of IoT is: … describes the network of 
physical objects—a.k.a. "things"—that are embedded with 
sensors, software, and other technologies for the purpose 
of connecting and exchanging data with other devices 
and systems over the Internet. Essentially, machines 
talking to other machines or M2M.

• IoT applications are envisioned for almost every sector of 
the economy mainly in the operational technology (OT) 
space. 



More Definitions …

• One of the more difficult things to do is explain to people 
where IoT applications are employed. If asked, the 
average person might say that IoT is a sub-field of IT 
(information technology) - but that is not the case! As 
mentioned already, most applications deal with OT.

• A common definition of OT is: … a category of computing 
and communication systems to manage, monitor and 
control industrial operations with a focus on the physical 
devices and processes that they use. This term has been 
put into practice to demonstrate the technological and 
functional differences between traditional IT systems and 
the Industrial Control Systems environment.



Motivation for 
certificate development

• Many observers of technology have been banging the 
drum about the next big thing – the Internet of Things!

• The coinciding development of inexpensive, powerful, 
embedded controllers, deployment of ubiquitous high-
speed Internet, innovative sensors and actuators 
organized into intricate networks, and the mobility 
provided by wireless networking has delivered the needed 
enabling technologies to implement control systems for 
processes and activities that were not formerly possible 
without the connectivity provided by the Internet.

• The exponential growth of IoT applications and installed 
devices has affirmed that IoT is indeed the next big thing!    



Growth of Deployed IoT Devices



IoT and the World’s Economy 

• If one does a Goggle search on the “Internet Economy”, 
there will be close to a billion hits. Many in the financial 
fields are starting to use this term to describe what is 
driving the world’s economy.

• Many believe that we have entered the era of the fourth 
industrial revolution or Industry 4.0 as shown on the next 
slide. IoT applications are a driver of this revolution and 
they also enable the implementation of cyber-physical 
(control) systems (CPSs) that until this time were very 
limited in their scope and application. The connectivity 
offered by the Internet enables the creation of real-time 
control systems for processes that can effect humanity!    



Stages of the Industrial Revolution!



Turf wars?

• The underlying technologies whose convergence allows 
for the implementation of emerging Internet based 
applications (IoT and CPSs) originate in several legacy 
technology areas and some not so legacy areas.

• This fact gives rise to a potential dilemma of who has 
curriculum “ownership”.

• As we get further into the IoT era, there will be an 
increasing need for technicians to deal with the hardware 
and software of this technology space.

• At STCC, we have had programs that cover most of the 
technology involved with IoT implementations   



Legacy Technology Programs 
as Resources

• Until recently STCC offered AS degrees in Computer 
Systems Engineering Technology (CSET) which is heavily 
into computer networking (Cisco academy), Electronics 
Systems Engineering Technology (ESET) which covered 
electronic communications, embedded control, and 
wireless, and Telecomm Technology (TT) which tended to 
be a combination of the CSET and ESET programs.

• When the IoT certificate was first proposed it was under 
the ESET program. The ESET program has since been 
suspended (as well as, the Telecomm program) and now 
the IoT certificate of completion is under the CSET 
program  



Why a Certificate?

• Since the skill sets needed to deal with the applications of 
IoT are so diverse, it seems that a degree program at the 
two-year college level would be extremely difficult to 
implement – basically too many credits and too much 
breadth or scope of subject matter to cram into two 
years!

• Today, many areas of technology award certificates of 
completion which indicate a mastery of a particular 
subject area or sub-area – this or micro/mini-certificates 
might be a better match for this topic. Indeed, our IoT 
certificate is a 24 - 25 credits one-year certificate of 
completion.  



IoT Certificate Curriculum 

• The STCC IoT certificate consists of the following required 
courses: See (IoT Certificate Curriculum) 

ELE-111 - Internet of Things (IoT)
ELE-111L - Lab: Internet of Things
CSE-150 - Linux Command and Shell Programming
CSE-160 - Intro to Programming Using Python
ELE-128 - Internet of Things Networking & Security
ELE-128L - Lab: IoT Networking & Security
CSO-105 - Cisco – Introduction to Networking
CSO-105L – Intro to Networking Lab

https://www.stcc.edu/explore/programs/iot.coc/curriculum/


IoT Certificate Curriculum (Cont.) 

• And two additional courses and the associated labs (if a 
lab is offered with the course) from the following list of 
courses:

CSE-248 – Ethical Hacking
CSE-248L – Ethical Hacking Lab
CSE-172 – Cloud Computing for the Internet of Things (IoT)
BMT-230 – Bio-Medical Wireless Networking
BMT-230L – Bio-Medical Networking Lab
ELE-168 – Developing the Things for the Internet of Things
ELE-168L – Developing the Things for the Internet of Things Lab
EET-135 – Programmable Logic Controller 1 (PLCs 1)
EET-135L – Lab: Programmable Logic Controller 1 (PLCs 1)



IoT Course Disciplines

• As one can see from the course list, students take ELE 
(Electronic Systems Engineering Technology) courses and 
CSE (Computer Systems Engineering Technology) 
courses with an option to take a Bio-Medical Technology 
course in Wireless Networks or an Electrical Engineering 
Technology course in Programmable Logic Controllers.

• The required ELE courses include ELE-111 and ELE-111L 
and ELE-128 and ELE-128L. The ELE-111 course and lab 
have been offered multiple times both in person and on-
line (ELE-111 and the lab are offered each semester) and 
ELE-128 and the lab have been offered once so far. 



IoT ELE Course Descriptions
ELE-111 

• This 3 credit course is an introduction to the Internet of 
Things (IOT). The Internet of Things concentrates on the 
connection of various IOT "smart" devices to traditional 
information technology (IT) data networks. 

• IOT devices interact with the physical world and can save 
their data to servers on the Internet, Google 
spreadsheets, and cloud servers so we can access our 
data from anywhere in the world.

• This is a "hands-on" introduction to the Internet of 
Things, sensors, and common IOT hardware. 



ELE-111 (Cont.)

• The course is a blend of electronic principles, the basics 
of using Arduino and similar microcontroller boards, some 
basic programming concepts, connecting sensors & 
actuators, and communications to IT networks using 
wired or wireless data networks. It is supplemented with 
Cisco’s IoT Fundamentals: Connecting Things course on 
netacad.com.

• ELE-111 provides the foundation for ELE-128 Internet of 
Things Networking and Security. For ELE-111, basic 
computer skills are required. However, no prior 
programming, electronic, or networking experience is 
assumed. 



ELE-111L - Lab

• For the lab, we use a custom SparkFun Inventor’s Kit 4.1.

• The students perform several electronics labs first and 
then using this SparkFun kit they complete the entire kit 
sequence of activities in a self-directed mode (with 
instructor supervision).

• They use the Arduino integrated development 
environment (IDE) software to program the SparkFun
RedBoard. 

• Lastly, they wire-up and deploy the special sensors that 
come with the customized kit.



ELE-128 Course Description

• This 3 credit course expands on the material covered in 
ELE-111, Internet of Things, and concentrates on building 
and managing secure networks of IoT devices. The 
"Things" of an IoT network are computing devices that 
collect sensor data or have actuators that affect the 
physical world.

• These are often known as cyber-physical systems. 
Examples of this evolving technology include energy & 
lighting controls for smart buildings, modern medical 
systems, automotive applications, security systems, 
environmental monitoring, and smart manufacturing 
(Industry 4.0) 



ELE-128 Course Description (Cont.)

• The primary focus of this course is demonstrating how to 
securely network IoT devices into a system. Network 
topics include local and wide-area network principles, 
wired and wireless networking for IoT, and specialized 
communication such as Bluetooth, Zigbee, LoRa, and 
cellular networking.

• Topics will include the assessment of device security, 
attack surfaces, mitigating the threats created by 
insecure IoT devices, evaluating the security of the 
complete system, IoT security best practices, and 
techniques to securely integrate collections of "things".



ELE-128 Course Description (Cont.)

• Data is exchanged between the IoT devices in the field 
and websites or cloud servers such as Google Cloud, 
Amazon Web Services (AWS), or Microsoft Azure. 

• The back end server forms the data collection center of 
the IoT network. Common protocols such as MQTT, REST, 
and CoAP as well as "Big Data" concepts are discussed.

• Information security and privacy are key concerns.

• The lab portion of the course gives the students hands-on 
experience with the topics covered in the course. 



ELE-168 Course Description

• This course concentrates on building the "things" for the 
Internet of Things (IoT). Things are micro-controllers or 
small computers with network interfaces. These small 
computers are used to create energy efficient IoT nodes 
capable of interacting with the physical world.

• These devices then communicate with an edge computer 
or a cloud computer used to orchestrate the network of 
things.

• Typical examples include the Raspberry PI, Arduino and 
variations of the these architectures, ESP8266-based 
boards, BeagleBoard, and Particle based boards. 



ELE-168 Course Description (Cont.)

• Configuration and programming interfaces and controller 
busses such as SPI, I2C, and the CAN bus to interface 
with other controllers or peripherals.

• Some additional circuitry can be added to drive higher 
power loads, read sensors to measure physical events, 
and add peripherals for a human-machine interface 
(HMI).

• FTDI, USB, SPI, JTAG or similar technologies will be used 
to flash the programs to the devices. Rapid prototyping 
new IoT nodes is emphasized with an eye towards 
commercial deployments. 



ELE-168 Course Description (Cont.)

• Students will implement communications using interfaces 
such as serial, wired and wireless IP networking, 
Bluetooth, Zigbee, near field communications (NFC), and 
LoRa. 

• REST, MQTT, JSON, and similar standards are used to 
transfer data. 

• This course includes a "hands-on" lab to build, test, and 
evaluate the performance & security of an IoT device.



Other IoT Certificate Courses

• The following link will bring you to a page that will allow 
you to click on the other IoT Certificate courses to see 
their course descriptions (IoT Course Descriptions)

• Two other courses should be mentioned: there is a two 
credit wireless course, BMT-230, and its lab and a two 
credit programmable logic controller (PLC) course, EET-
135, and its lab. Wireless technology is the primary way 
connectivity for IoT devices is achieved and is therefore 
an extremely important topic and PLCs are an extremely 
important topic for Industry 4.0 (manufacturing).  

https://www.stcc.edu/explore/programs/iot.coc/curriculum/


Other Grant Activities 

• Covid-19 put our grant on hold this past year but we are 
going to host on-line faculty development activities this 
summer and next summer under a NCE (No Cost 
Extension) 

• Participants will receive a stipend. 

• Contact grant PI - Gary Mullett at gmullett@stcc.edu

mailto:gmullett@stcc.edu


STEM teachers workshop - 2019



STEM teachers lab workshop - 2019



Credits & Copyrights

• Support for this work provided by NSF ATE Grant DUE-
1801090

• ©(2021) American Society for Engineering Education. 
ASEE Annual Conference Proceedings, July 29, 2021, 
(virtual conference).

• Contact Information:  PI email:    gmullett@stcc.edu

mailto:gmullett@stcc.edu
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